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(57)Abstract 

PROBLEM TO BE SOLVED: To provide a device and a 
method capable of protecting MPEG stream data from 
unauthorized use without increasing the processing loads of 
a CPU for decoding the cipher of the MPEG stream data. 
SOLUTION: At the time of judging that it is a ciphered 
stream in a step 30, a cipher decoding code stored in a 
RAM is read in the step 32, ciphered data are accessed in 
the steps 34-38 and the data are decoded by the cipher 
decoding code. In the step 38, the ciphered data of the total 
of 8 bytes that are the third byte of a packet start code, a 
stream ID, a PES(program elementary stream) packet length 
and a sequence header attached to packet data at the head 
of a GOP(group of pictures) are decoded. That is, since a 
data amount to be decoded is little, the processing loads of 
the CPU are reduced, 
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j caused by the use of this translation. 
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1 .This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2.**** shows the word which can not be translated, 
3Jn the drawings, any words are not translated. 



CLAIMS 



[Claim 1]Packet data. 

A packet header attached in front of these 



It is a scramble device of MPEG stream data provided with the above, A predetermined part of said 
packet header and a predetermined part of the beginning of packet data were enciphered, and it had 
a scramble means changed into a scramble state which cannot perform normal system decoding as 
it was. 

[Claim 2]A packet start code said packet header indicates a start code of a packet to be, It has 
packet length data in which the length of stream ID information in which data which identifies a 
stream is shown, and a packet is shown, Packet data of a top packet among two or more packets 
which constitute each GOP, Have a sequence header at the head and said scramble means, A 
predetermined part of said packet start code, stream ID information, and packet strength data, A 
scramble device of the MPEG stream data according to claim 1 being that which is changed into a 
scramble state which enciphers said sequence header and cannot perform system decoding normal 
as it is. 

[Claim 3]Packetdata. 

A packet header attached in front of these packet data. 

It is a scrambling method of MPEG stream data provided with the above, a predetermined part of 
said packet header and a predetermined part of the beginning of packet data are enciphered, and it 
changes into a scramble state which cannot perform normal system decoding as it is, 

[Claim 4]A packet start code said packet header indicates a start code of a packet to be, It has 
packet length data in which the length of stream ID information in which data which identifies a 
stream is shown, and a packet is shown, Packet data of a top packet among two or more packets 
which constitute each GOP, Have a sequence header at the head and A predetermined part of said 
packet start code, stream ID information, and packet strength data, A scrambling method of the 
MPEG stream data according to claim 3 changing into a scramble state which enciphers said 
sequence header and cannot perform system decoding normal as it is. 
[Claim 5]Packet data in which the first predetermined part was enciphered 
A packet header as which it was given in front of these packet data, and a predetermined part was 
enciphered, 

It had a descrambling means to have been a descrambling device of MPEG stream data provided 
with the above, and to restore to data which can system decode said each enciphered each 
predetermined part by a predetermined decryption means. 

[Claim 6]While said packet header has packet length data in which the length of stream ID 

information in which a packet start code which shows a start code of a packet and data which 

identifies a stream are shown, and a packet is shown, Inside of two or more packets which a 

predetermined part of these data is enciphered and constitute each GOP, A sequence header which 

packet data of a top packet have at the head is enciphered, and said descrambling means, A 

descrambling device of the MPEG stream data according to claim 5 characterized by being what 

restores said each enciphered predetermined part to data in which system decoding is possible by 

said predetermined decryption means. 

[Claim 7]Packet data in which the first predetermined part was enciphered. 

A packet header as which it was given in front of these packet data, and a predetermined part was 

enciphered, 

It is the descrambling method of MPEG stream data provided with the above, and a predetermined 
decryption means restores to data which can system decode said enciphered each predetermined 



[Claim 8]While said packet header has packet length data in which the length of stream ID 
information in which a packet start code which shows a start code of a packet, and data which 
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identifies a stream are shown, and a packet is shown, A predetermined field of these data is 
enciphered, and a sequence header which packet data of a top packet have at the head among two 
or more packets which constitute each GOP is enciphered, and by said predetermined decryption 
means. A descrambling method of the MPEG stream data according to claim 7 restoring said 
enciphered each predetermined part to data in which system decoding is possible. 
[Claim 9]Packet data. 

A packet header attached in front of these packet data, 
It is the storage with which MPEG stream data provided with the above were memorized, a 
predetermined part of said packet header and a predetermined part of the beginning of packet data 
are enciphered, and it is in a scramble state which cannot perform normal system decoding as it is. 



[Translation done.] 
* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2. **** shows the word which can not be translated. 
3Jn the drawings, any words are not translated. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]This invention relates to the device and method for protecting the MPEG 

stream data coded based on the MPEG standard from an unauthorized use. 

[0002] 

[Description of the Prior Art]Recently, the product and service using MPEG art are spreading and, in 
many cases, copyright has generated a digital videodisc (DVD), digital video broadcast (DVB), etc. in 
the image work used with these products and services. Then, the problem how to protect the 
above-mentioned image work from a duplicate and use without an owner's of a copyright consent 
has surfaced. 
[0003] 

[Problem(s) to be Solved by the Invention]Although it is possible as the technique of solving the 
above-mentioned problem to encipher all the MPEG stream data, since the data of the MPEG 
stream data which make an animation contents is large scale, there is a problem that the processing 
load of CPU which performs encryption and decryption becomes large. Especially in the DVD player 
which reproduces a background video with a karaoke device etc, In order to be attached to one 
music and to carry out continuous reproduction of the background video [ many (for example, eight 
pieces) ], when the processing load of CPU for decryption becomes large, there is a problem that 
the processing speed which reads a background video data from DVD and is reproduced becomes 
slow. 

[0004]Then, this invention aims at realization of the device and method of protecting MPEG stream 
data from an unauthorized use, without increasing the burden of the device which reproduces MPEG 
stream data. 



[0005] 

[Means for Solving the ProblemjThis invention in order to attain the above-mentioned purpose in 
the invention according to claim 1. It is a scramble device of MPEG stream data which make 
plurality of a packet which has packet data and the packet header attached in front of these packet 
data 1 GOP units, A predetermined part of said packet header and a predetermined part of the 
beginning of packet data are enciphered, and technical means of having had a scramble means 
changed into a scramble state which cannot perform normal system decoding are adopted as it is, 
[0006]In the invention according to claim 2, in a scramble device of the MPEG stream data 
according to claim 1, said packet header, It has packet length data in which the length of stream ID 
information in which a packet start code which shows a start code of a packet, and data which 
identifies a stream are shown, and a packet is shown, Packet data of a top packet among two or 
more packets which constitute each GOP, Have a sequence header at the head and said scramble 
means, A predetermined part of said packet start code, stream ID information, and packet strength 
data and'said sequence header are enciphered, and technical means that it is that which is changed 
into a scramble state which cannot perform normal system decoding are adopted as it is, 
[0007]It is a scrambling method of MPEG stream data which make plurality of a packet which has 
packet data and the packet header attached in front of these packet data in the invention according 
to claim 3 1 GOP units, A predetermined part of said packet header and a predetermined part of the 
beginning of packet data are enciphered, and technical means of changing into a scramble state 
which cannot perform normal system decoding are adopted as it is. 
[0008]In the invention according to claim 4, in a scrambling method of the MPEG stream data 
according to claim 3, said packet header, It has packet length data in which the length of stream ID 
information in which a packet start code which shows a start code of a packet, and data which 
identifies a stream are shown, and a packet is shown, Packet data of a top packet among two or 
more packets which constitute each GOP, Have a sequence header at the head and A 
predetermined part of said packet start code, stream ID information, and packet strength data, Said 
sequence header is enciphered and technical means of changing into a scramble state which cannot 
perform normal system decoding are adopted as it is. 

[0009]Packet data in which the first predetermined part was enciphered in the invention according 
to claim 5, Are plurality of a packet which has the packet header as which it was given in front of 
these packet data, and a predetermined part was enciphered a descrambling device of MPEG stream 
data made into 1 GOP units, and by a predetermined decryption means. Technical means of having 
had a descrambling means to restore said each enciphered each predetermined part to data in which 
system decoding is possible are adopted. 

[0010]ln the invention according to claim 6, in a descrambling device of the MPEG stream data 
according to claim 5, said packet header, While having packet length data in which the length of 
stream ID information in which a packet start code which shows a start code of a packet, and data 
which identifies a stream are shown, and a packet is shown, Inside of two or more packets which a 
predetermined part of these data is enciphered and constitute each GOP, A sequence header which 
packet data of a top packet have at the head is enciphered, and technical means that it is what is 
restored to data which can system decode said each enciphered predetermined part are used for 
said descrambling means by said predetermined decryption means. 
[001 l]Packet data in which the first predetermined part was enciphered in the invention according 
to claim 7, Are plurality of a packet which has the packet header as which it was given in front of 
these packet data, and a predetermined part was enciphered the descrambling method of MPEG 
stream data made into 1 GOP units, and by a predetermined decryption means. Technical means of 
restoring said enciphered each predetermined part to data in which system decoding is possible are 
adopted. 

[0012]ln the invention according to claim 8, in a descrambling method of the MPEG stream data 
according to claim 7, said packet header, While having packet length data in which the length of 
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stream ID information in which a packet start code which shows a start code of a packet, and data 
which identifies a stream are shown, and a packet is shown, A predetermined field of these data is 
enciphered, and a sequence header which packet data of a top packet have at the head among two 
or more packets which constitute each GOP is enciphered, and by said predetermined decryption 
means, Technical means of restoring said enciphered each predetermined part to data in which 
system decoding is possible are adopted. 

[0013]!t is the storage with which MPEG stream data which make plurality of a packet which has 
packet data and the packet header attached in front of these packet data in the invention according 
to claim 9 1 GOP units were memorized, A predetermined part of said packet header and a 
predetermined part of the beginning of packet data are enciphered, and technical means of being in 
a scramble state which cannot perform normal system decoding are adopted as it is. 
[0014] 

[Function]According to claim 1 thru/or the invention according to claim 4, the above-mentioned 
scramble means enciphers the predetermined part of a packet header, and the predetermined part 
of the beginning of packet data, and changes them into the scramble state which cannot perform 
normal system decoding as it is. That is, in order to change into the scramble state which enciphers 
the predetermined part of a packet header, and the predetermined part of the beginning of packet 
data, and cannot perform system decoding normal as it is, If the side which reproduces MPEG 
stream data does not have a means to decode and descramble the predetermined part enciphered 
[ above-mentioned ], MPEG stream data are normally unreproducible, Thereby, MPEG stream data 
can be protected from unjust reproduction. The portions to encipher are only a predetermined part 
of a packet header, and a predetermined part of the beginning of packet data, and since they do not 
encipher all the MPEG stream data, they can reduce the processing load of CPU of both side 
reproduced side it supplies MPEG stream data, 

[00l5]And the technical means further materialized for protecting such MPEG stream data, So that 
it may indicate to claim 2 and claim 4 the above-mentioned packet header, it has packet length data 
in which the length of the stream ID information in which the packet start code which shows the 
start code of a packet, and the data which identifies a stream are shown, and a packet is shown, 
The packet data of a top packet among two or more packets which constitute each GOP, When it 
has a sequence header at the head, the above-mentioned scramble means The predetermined part 
of the above-mentioned packet start code, stream ID information, and packet strength data, The 
above-mentioned sequence header is enciphered and it is in changing into the scramble state which 
cannot perform normal system decoding as it is. That is, protection from the unauthorized use of 
MPEG stream data can be thickened by changing a packet header and the important data in packet 
data into a scramble state, 

[0016]Jn claim 5 thru/or the invention according to claim 8, the above-mentioned descrambling 
means restores the first predetermined part as which the predetermined part and packet data in 
which the above-mentioned packet header was enciphered were enciphered by the predetermined 
decryption means to the data in which system decoding is possible. The MPEG stream data which 
have by this the predetermined part which changed into the scramble state by claim 1 thru/or the 
technical means according to claim 4 are renewable. The portions to encipher are only a 
predetermined part of a packet header, and a predetermined part of the beginning of packet data, 
and since all the MPEG stream data are not enciphered, they can reduce the processing load of 
CPU for decryption. 

[00l7]And the technical means further materialized for protecting such MPEG stream data are 
indicated to claim 6 and claim 8. That is, white the above-mentioned packet header has packet 
length data in which the length of the stream ID information in which the packet start code which 
shows the start code of a packet, and the data which identifies a stream are shown, and a packet is 
shown, The inside of two or more packets which the predetermined part of these data is enciphered 
and constitute each GOP, When the sequence header which the packet data of a top packet have at 



the head is enciphered, the above-mentioned predetermined decryption means restores the above- 
mentioned descrambling means to the data which can system decode the predetermined part each 
enciphered [ above-mentioned ]. 

[001 8]The predetermined part of the packet header of MPEG stream data and the predetermined 
part of the beginning of packet data the protection from the unauthorized use of the storage with 
which MPEG stream data were memorized is remembered to be like the invention according to claim 
9 are enciphered. 

It can attain as it is by being in the scramble state which cannot perform normal system decoding. 
That is, since the above-mentioned predetermined part is enciphered, if a means to decode the 
enciphered predetermined part is not used, the MPEG stream data memorized by the storage are 
unreproducible. 
[0019] 

[Embodiment of the Invention] Hereafter, one embodiment of the device for the scramble of the 
MPEG stream data of this invention and descrambling and a method is described with reference to 
figures. First, one embodiment of the scramble device (a scramble device is called hereafter) of the 
MPEG stream data of this invention and a method (a scrambling method is called hereafter) is 
described with reference to figures. Drawing 1 is an explanatory view showing the main composition 
of the scramble device of this embodiment with a block. 

[0020]The scramble device 10 is equipped with the encode circuit 20 which inputs and PES-packet- 
izes the video signal of an analog inputted from the outside. The video encoder 21 which encodes 
the video signal of an analog inputted from the outside in this encode circuit 20, and is changed into 
a digital data line, It has PAKETTAIZA 22 which changes the video signal changed into the digital 
data line by this video encoder 21 into the MPEG stream data packeHzed according to the MPEG 2 
standard. 

[0021]This PAKETTAIZA 22 is equipped with CPU23 which processes enciphering predetermined 
data etc. while packet-izing the video signal outputted from the video encoder 21. 
ROM24 the program for the decryption code for encryption, an enciphered program, and packet- 
izing, etc. were remembered to be, and RAM25 which store temporarily the decryption code read 
from this ROM24, a program, etc. are connected to this CPU23. 

[0022]The MPEG stream data outputted from PAKETTAIZA 22 are inputted into the input interface 
30, and the MPEG stream data outputted from this interface 30 are transmitted and stored 
temporarily via the bus 32 at the buffer memory 18. CPU 12 which performs the output of encryption 
instructions to CPU23, the data output instructions to the buffer memory 18, etc, in the bus 32, 
ROM 14 the program etc. which are executed by this CPU 12 were remembered to be, and RAM 16 
which store temporarily the program etc. which were read from this ROM 14 are connected. 
[0023]The buffer memory 18 outputs the MPEG stream data memorized according to the data 
output instructions from CPU12 to the MPEG recorder 40 via the output interface 34. And MPEG 
data storage media, such as DVD(Digital Video Disc) 61A MPEG stream data were remembered to 
be, are created by this MPEG recorder 40. 

[0024]Next it is explained about the main composition of MPEG stream data with reference to 
drawing 2 shown with a block. MPEG stream data are constituted per pack, 
The pack header is attached before the top pack, 

Although a pack header is not illustrated, it comprises 2-bit data "10" for discriminating from pack 
start code and MPEG1 which shows the start of a pack, an SCR (System Clock Reference), stuffing 
length, stuffing bytes, etc. One pack comprises two or more PES(s) (Program Elementary Stream), 
One PES comprises packet data in which the video data of MPEG 2 is shown, and a packet header 
attached in front of these packet data. 

[0025]The packet start code a packet header indicates the start of a packet to be, Stream ID for 
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discriminating from other MPEG stream data, the PES packet length who shows the length of a 
packet, The 2-bit data "10" for discriminating from MPEG1, PES control, It comprises PES header 
length who shows the length of a PES header, PTS (Presentation Time Stamp), DTS (Decording 
TimeStamp) which control the timing of data output, etc. PES control comprises a priority which 
shows the importance as data, copyright, CRC flag additional information which shows transmission 
bit error detection, and other information, moreover — one GOP (Group Of Picture) is constituted 
by two or more packet data every in front of the packet data of the head of GOP, 4 bytes of 
sequence header for discriminating from other GOP(s) is attached. And ES (Elementary Stream) is 
constituted by two or more GOP(s). MPEG stream data have a management file which manages the 
data of a cipher decoding code, the maker of an image, a creation date, etc. 
[0026]Next, the contents of processing of scrambling method slack CPU23 performed in order to 
encipher some MPEG stream data of the above-mentioned composition are explained with reference 
t° drawing 3 and drawing 4 . D rawing 3 is a flow chart which shows the contents of processing of 
CPU23, Di^wjngJjA) is an explanatory view showing the data to encipher, and the decryption code 
used in order to encipher and the enciphered data in hexadecimal numbers, respectively, 
The figure (B) is an explanatory view showing the arithmetic contents for encryption. 

[0027]A packet start code is 3 bytes of "00 00 Olh" here, Stream ID is 1 byte of "EOh", and PES 
packet length is 2 bytes of "67 45 h", A sequence header presupposes that it is 4 bytes of "00 00 
01B3", and explains to representation the case where a total of 8 bytes to the 4th byte of "B3" of 
"Olh" to the 3rd byte of sequence header of a packet start code are enciphered. The decryption 
codo used for encryption shall be 8 bytes of "89 AB CD EF F1 El D1 Of. as shown in drawing 4 
(A). 

[0028]First, CPU23 searches the pack start code of the head of a pack header (Step 10), and it 
searches the start code of a packet continuously (Step 12). Then, it accesses to the data of the 
specified packet, and it enciphers using a decryption code and the data is changed into the scramble 
state which cannot perform normal system decoding as it is (Step 14). That is, 3rd byte "Olh" of a 
packet start code, "EOh" of stream ID, It accesses to "00 00 01 B3" of "45 67 h" and the sequence 
header of PES packet length, and these data is enciphered using an encryption code "89 AB CD EF 
F1 El 01 CI." 

[0029]This encryption is performed by calculating the exclusive OR (EXOR) of the data to encipher 
and a decryption code, as shown in d ra w ing 4 (B). As shown in dra wing 4 (A), the data enciphered by 
this operation is set to "88 4B 88 88 F1 El DO 72", and is replaced with and used for data before 
this enciphered data is enciphered. That is, replace with 3rd byte "Olh" of a packet start code, and 
"88", It replaces with "EOh" of stream ID, "4B" replaces with "45 67 h" of PES packet length, 
"8888" replaces with "00 00 01 B3" of a sequence header, and "F1 El DO 72" is used, respectively. 

[0030]And CPU23 judges whether it is a packet of the last in a pack (Step 16), when it is not the 
last packet it is accessed to (Step 16:No) and the following packet (Step 18), and it enciphers by 
performing the above-mentioned step 12 and Step 14. After completing encryption of the last 
packet (Step 16: Yes), CPU23, It progresses to Step 20 and judges whether the pack which 
enciphered is the last pack (Step 20), when it is not the last pack, it accesses to (Step 20:No) and 
the following pack (Step 22), and it enciphers to the packet in the pack (Step 1 2 - Step 1 8). 
[003l]As mentioned above, since according to the scramble device and method of this embodiment 
only some data of MPEG stream data is enciphered and all the MPEG stream data are not 
enciphered, the processing load of CPU23 for encryption is mitigable. And since important data 
called the 3rd byte, stream ID, and the PES packet length of a packet start code can be enciphered 
and it can change into a scramble state, MPEG stream data can be thickly protected from an 
unauthorized use. 

[0032]Next, one embodiment of the descrambling device (a descrambling device is called hereafter) 



of the MPEG stream data of this invention and a method (the descrambling method is called 
hereafter) is described with reference to figures. First, the main composition of a descrambling 
device is explained with reference to drawing 5. Here, the DVD (Digital Video Disc) player provided 
with the descrambling device, especially the thing used for reproduction of a background video with 
a karaoke device are explained to representation as a descrambling device, 
[0033]The DVD drive 61 to which the background video data (MPEG stream data) which shows a 
background video to DVD player 60 reads a background video data from DVD61A memorized by the 
file format, The DVD drive 62 to which a background video data similarly reads a background video 
data from DVD62A memorized by the file format is built in. The read head etc, which read the 
background video data which irradiated with the beam of light the motor for disk rotations which is 
not illustrated, the motor drive circuit, and the disc face, and was memorized by the disk are 
provided in both the DVD drives 61 and 62, respectively. 

[0034]The buffer memory 65 which stores temporarily the background video data read from DVD61 A 
and 62A, and the MPEG decoder circuit 66 which inputs the background video data outputted from 
the buffer memory 65, and is changed into the video signal of an analog are built in DVD player 60. 
DVD player 60 is equipped with the control circuit 63 which has CPU64 which performs processing 
for descrambling the scramble-ized data, etc. when reading a background video data from DVD61A 
and DVD62A. 

ROM68 the program for the descrambling processing performed by CPU64, etc. were remembered to 
be by CPU64, RAM67 which stores temporarily the cipher decoding code etc. which were read from 
the management file memorized by the program read from this ROM68, DVD61 A, and DVD62A is 
connected. 

The DVD drives 61 and 62, the control circuit 63, CPU64, RAM67, and ROM68 are equivalent to the 
descrambling device of this invention, 

[0035]Next the contents of processing of descrambling method slack CPU64 performed in order to 
decode the data in which the MPEG stream data read from DVD61A and DVD62A were enciphered 
are explained with reference to the flow chart of drawing 6 in which it is shown. The MPEG stream 
data scramble-ized by the above-mentioned scramble device 10 and the method shall be memorized 
by DVD61A and DVD62A. 

[0036]First the MPEG stream data in which CPU64 was read from DVD61 A and DVD62A, When it is 
MPEG stream data which whether they are MPEG stream data which have the enciphered data 
judges (Step 30), and have the enciphered data, a cipher decoding code is read from (Step 30:Yes) 
and RAM67 (Step 32). 

[Q037]Then, CPU64 searches the pack start code of the pack header of the pack which constitutes 
MPEG stream data (Step 34), and it searches the start code of a packet continuously (Step 36), 
Then, it accesses to the enciphered data (Step 38), the data is decoded using a cipher decoding 
code, and it changes into the descrambling state which can carry out system decoding normally 
(Step 38). That is, the 3rd byte of "88" as which the packet start code was enciphered, It accesses 
to "Fl El DO 72" of "8888" and the enciphered sequence header of "4B" of enciphered stream ID, 
and the enciphered PES packet length, These data is decoded using a cipher decoding code "89 AB 
CD EFF1E1D1C1." 

[0038]This decipherment is performed by calculating the exclusive OR (EXOR) of the enciphered 
data and a cipher decoding code, as shown in drawing 4 (B), it being set to "Olh EOh 45 67h00 00 
01B3h", and being restored to data before being enciphered, and the data enciphered by this 
operation, as shown in drawing 4, (A). CPU64 judges whether it is a packet of the last in a pack (Step 
40), when it is not the last packet it is accessed to (Step 40:No) and the following packet (Step 42), 
it performs the above-mentioned step 36 and Step 38, and decodes a code. After completing 
encryption of the last packet (Step 40: Yes), CPU64, Progress to Step 44 and it is judged whether 
the pack which decoded is the last pack (Step 44), When it is not the last pack, it accesses to (Step 
44:No) and the following pack (Step 46), and a code is decoded to the packet in the pack (Step 34 - 
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Step 42). 

[0039]As mentioned above, according to the descrambling device and method of this embodiment, 
the MPEG stream data scramble-ized by the above-mentioned scramble device 10 and the method 
can be descrambled, and it can reproduce. And since there is little data volume which decodes a 
code, the processing load of CPU64 for decryption is mitigable. Although the above-mentioned 
embodiment explained the case where enciphered the 3rd byte, stream 10, PES packet length, and 
sequence header of a packet start code, and the they-enciphered data was decoded, the data 
enciphered and decoded is not limited to them. 

[0040]By the way, the thing of specification which can perform multiangle reproduction which 
changes and displays the angle which looks at the image reproduced, and multi-story reproduction 
which reproduces two or more stories selectively is in DVD. The navigation pack of composition of 
that a block shows to drawing 7 is given to these DVDs for every image file. This navigation pack 
has managed the data for realizing the above-mentioned reproduction. 
It comprises a pack header, a system header, a padding header, etc. 

[0041] A system header comprises various data for realizing 4 bytes of system header start code, 2 
bytes of header length, and the above-mentioned reproduction. Then, for example, DVD of the 
specification which has a navigation pack can be protected from an unauthorized use by enciphering 
the 2nd byte of a system header start code, the 3rd byte, and a total of 4 bytes of header length 
using the above-mentioned scramble device and a method. Since the data volume enciphered also in 
this case is only 4 bytes, it can reduce the processing load of CPU of both side deciphered side it 
enciphers. 

[0042]By the way, in each above-mentioned embodiment, the exclusive OR of encryption object 
data and a decryption code is calculated, Although the exclusive OR of the encryption method which 
replaces the calculated data with encryption object data, and uses it and decryption object data and 
a cipher decoding code was calculated and how to restore by replacing with the data which had the 
calculated data enciphered was explained, It can replace with the above-mentioned exclusive OR, 
and methods, such as using logical sum (OR) and a logical product (AND), or changing for different 
data, can also be used. It enciphers that the enciphered data differs for every MPEG stream data, 
and decryption different, respectively can be performed, According to this, MPEG stream data can 
be protected from an unauthorized use still more thickly. 

[0043]Although each above-mentioned embodiment explained the system which uses an MPEG data 
storage medium to representation, this invention is applicable to a VOD (Vide On Demand) server, 
digital broadcasting, the Internet, etc. Although the DVD player was explained to representation as a 
descrambling device, it is also applicable also to another CD-ROM player and MPEG data 
reproduction apparatus, Although each above-mentioned embodiment explained the case where a 
cipher decoding code was read from an MPEG data storage medium, and was provided to 
representation, The composition which forms a means (cipher decoding code reading means) to read 
the cipher decoding code which made the IC card etc. memorize a cipher decoding code, and was 
' memorized by the IC card in an MPEG data reproduction apparatus can also be taken. If it is in the 
descrambling device with which the device which receives MPEG stream data via a communication 
line, and is reproduced was equipped, the composition which transmits a cipher decoding code to 
the above-mentioned device via the above-mentioned communication line can also be taken. ROM 
in a descrambling device, etc. can also memorize a cipher decoding code beforehand. 
[0044]By the way, Step 10 to the step 22 performed by CPU23, It functions as the scramble device 
and method of MPEG stream data of this invention, and Step 46 functions from Step 30 performed 
by CPU64 as the descrambling device and method of MPEG stream data of this invention. 
[0045] 

[Effect of the Invention]According to this invention, the device and method of protecting MPEG 
stream data from an unauthorized use can be realized as mentioned above, without increasing the 



burden of a device which reproduces MPEG stream data. 
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DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing lilt is an explanatory view showing the main composition of the scramble device of this 
invention embodiment with a block. 

[Drawing 2]l t is an explanatory view showing the main composition of MPEG stream data with a 
block 

[Drawing 3] lt is a flow chart which shows the contents of processing of CPU23. 

[Drawing 4] (A) is an explanatory view showing the data to encipher, and the decryption code used in 

order to encipher and the enciphered data in hexadecimal numbers, respectively, and (B) is an 

explanatory view showing the arithmetic contents for encryption, 

[Drawing 5] lt is an explanatory view showing the main composition of the DVD player provided with 

the descrambling device of this invention embodiment with a block. 

[Drawing 6] It is an explanatory view showing the contents of processing of CPU64. 

[Drawing 7] It is an explanatory view showing the composition of a navigation pack with a block. 

[Description of Notations] 

10 Scramble device 

23,64 CPU 

40 MPEG recorder 

60 DVD player 

61A.62ADVD 
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*-feXU cnh(DT--ms§mt^-¥ T8 9 AB 
CD EF Fl El Dl ClJ £fflt>TB§4f 

[0 02 9] Cmnmt. 04 (B) tC*VfJ:5(C. 
Bg^b1-^7 s -^fcJ:c;^a-F©Pffei&S«] (EX 

or) mmzcticj:^'?. comniu;*)^ 

ftSft/cr-^tt, 04 (A) kjfitk'j tc> T88 
4B 88 88 Fl El DO 72j£&9. 

>M hg© TO 1 hj (tfUX r 8 8 J **, Xh <J-A 
I D© TEOhJ C£ft*.T UBj **, PES^^fh 
g©T4 5 6 7hJ KftiiT T88 8 8 J is— 
>ryx^vit<Di0Q 0 0 0 1 B3 J (CfU-T 
TF1 El DO 72 J #^*veftm>6tl*. 
[0030] -eUT. CPU23W. *|*9©«&© 
^7 h"C;&**>£ffigl, (Xf-s>:/16) , mk<D^ 
Tv h (^f-^7'1 6 :No), <X<D>Vr 

v V^TZtXb (Xf-y^l 8) . ±MZZ7-?zn 2 20 
fciWf^l 4^ffCHf^{b^f^. CPU2 
3K, ft&©;<$-? y<DS§mt*m7t2>£ (Xt*v7 
1 6 : Ye s) . X?--, 7*2 O^il*. *NHt*fTofc 

0) v flt&Q'*? »-Cfttr>lft&t2 (Xf-y 7*2 0 : N 
o) . l X©A' ! ,^7i"feXl (^7^2 2) . ^© 
KC^UTBt-Jfit^tf^ (X?-?:/l 
2~-X7 u ?7'l 8) . 

[003 n«±©j;5(c. xmmmfDxtvszfh 

SSgfc.fctf^'t.tfttf. MPEGX hy-Af*-*© 30 
-^©^-^©^^Bf-^bl/. MPEGX h y-AT 1 - 
£©i!£T£8t-!f{bL&(,>fca!>> f*t^b©fcJ?)©CPU2 
3©^S^4S^f-SC<b*i-C$5 0 bfrb. rttrv 

PESa^ ? FfiiUSSgfcr-^ £Hf-!f{bl/TX* 
5>7*:R»cr SCimS/cft, MPEGX Fy 

[0 03 2] ^tC % #2S9j©MPEGXF y-Af"-£ 
©f-'X^^H'jM (JWT. ^X^^TVt'gg.fcift 

*) ©-ii^siK:ot»-c[a^#jiorsi^i-^. $ 
-r. -fx * ?y7)\,tm<D^ftmc'o^x®5 
bxmitz. ccx\t. fx^^-yrft^s-t 

l/T> 7 I ^i'-7>7';l'il§<&[i^./cDVD (Digital Vid 
eo Disc^U— h ^{C*7^er^-CWStB^©S4 
fcffll,** fc©£f^K:l&93-f S. 
[0033] DVD TV— \>60Mt> tfMW&Zfn? 

;l«rf2t£3ftfcDVD6 1 A3&i6»S^r-f 5: 
6cHJTDVDF^:/6 li. I^C^S^t 1 -*** 50 



»H¥1 0-3 36 62 4 
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7 r A JP^-CiBlf.§nfcD V D 6 2 AfrfcHMMRf 
-*£SHJ-rDVD K7-<T6 2£*5F«giS$nT^-6. 
MDVD F?-f 7*6 1 % 6 2{Cii, S^bftl,^.* X2 
II$Kffl©*--*. ^-^WttBRL ^-/X^StC^* 

[0034] */c« DVD7U-+6 0fctt» DVD 6 

i a , 6 2 a*> 6^ai s tommm?- * &-ms» 

tZ*v 7 r ^-=6 U 6 5 i. ^? 7r>t!l 6 5 frfcffl 
*3 nSWJMWRf 1 - *£A2> bX7 *u ifomm^ 

{caafc-r*MP e Gfa- #nis&6 6 &#am3 n-a> 

5. DVD7*U— f6 0CtWU DVD6 1 A, 

d v d 6 2 Ati> hmme&T- $ zmm? i^ttcx # ^ > 

7"jH bS ti/c^- £ * fx i> v > TJl/T £ /c&©$!l8I& 

t'^tf ^ c p u 6 4 *#rswa@B 6 3 # **. htxx 

fcO. CPU64KW:. CPU 6 4(C iOUff Stl'Sf" 
x ^ •7>7 , ;w©S©/ca>©Ta A&i**siBit^n?c 

ROM6 8i. C©ROM6 8*i6^tH3nfcTa^7 
A. DVD 6 1 A. DVD6 2A(CfB^$nr^^a 

TSRAM6 7 tfimmZtlX\<*Z. DVDF5 
■i^Q 1.6 2. MM®&6 3> CPU6 4. RAM 6 

7*jj:^rom6 8*j > xmiQ^xt^y^igmic 

[0 03 5] ^K, DVD6 1 AfcitfD VD6 2A* 

hmmtitcMPEG* h y-A^-fwug-mbsn/c 
f-zzMmztcibtcmnz n s r x v v y-^^m 
te-6cpu6 4©feart§K:o^-c > ^n^ftge© 

7U-? + -bZ&mLxmW?6. ^*J. DVD61 
A*Jj:O t DVD6 2A{c(i v ifaxi'^^^JIg 1 0 
J: CX^ft (c J; t) x ^ > T;Wb § *ifcM P E G x hi; 
-A^-^fBttStlt-l^fc©.":-!-*. 

[0036] CPU64». DVDeiAfcJ:!^ 
DVD 6 2 AfrbUmZtltcMP EGX F U -A-f-* 
Ht^ibStlfcr-^^WrSMPEGXFy-Af 1 
(X^-yT3 0) . tg#fbi*ftfc 
T-ZZm-TZMP EGX h •J-A7 r -£-C*.£«£« 

(Xf 7 7*30 : Ye s) . R AM6 7^6Hg-!t^ 3 
-F*«Bitf (X^7^3 2) . 

[0 0 37] m^X. CPU6 4»> MP EGX h y — 
Af-ZZfiffttZ'* v 2<D'1 y 2^ v vt>X$ 
-ha-F*ttelH/ (Xf-7^3 4) . 
©X^-hrJ-F^S-TS UT77-3 6). g£l> 

r. nt#{bsn/c7 t -^Ti'-fexL Uf^ys 
8) . zof-zz^MU^-h-zm^xtmb. je 

gtc-^fAfa- F-C*-SrX^7>7*^^{<:-r-5 
(Xt-v7ZS) . oSO. ^7 hX5?-F3-F© 

Hg-!f{b3n/c3^V hg© T8 8 j . Bg-Sf^bSn^X h 
y-AI D© r 4 B J , VSmtZtltcPESWv FS 

© r 8 8 8 8 J tS<j:VB%^itZtltci/~ tryx^ v #<D 
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TF1 El DO 72J ^7^XU ZftWr 
-***NM«=i-F T89 AB CD EF Fl 

ei d i c i j zm^rmmtz. 

[0038] commit. 04 <b) (c^-r^^K. m 

(EXOR) ^il^-T-SCifciOtf^. C©«»CJ: 
•jB^bStlfcf-^tt. 04 (A) Kmf <fc5(C. 

roih EOh 45 67h00 00 01 B 
3hj 6%*), m-^tSft^ii^^-ftcaTcSftS-e- 
l/C, CPU64tt. '*v9ft<DS®.<DWrv hV&Z 10 

att (Xf-?:/4 0 : No) . ft©/**? F^72HzX 

3 8*llfTLT*#©IIW*fT3. CPU6 4«. 

KWt#fk*»7-T4t (Xf»^40 : Ye 
s) . Xf 9^4 4^11^ IS?Si£*Tofc/'C 
©A-^^^flSl, Uf7^44) . ftft©/-<9 
Uf7^44:No), ft©^'??^ 
(Zf-y? 4 6) . *©/<?*(*©/<*■? h 
K»l/TBM©lBK«tf5 Uf»^3 4^f»^4 20 
2) . 

[0 03 9] «±©i:5K:. *miBmiD7Z*5>'7 

;HSgfc<fcKfri£«:<l:ft«. ±tax*7>7-;H£gi 0 
fc<fc OWffiK <fc «5 X * 9 > rOHbS ftfcM P E G X F y 
- if- Sr^X £ ^ t,Tff£T •& c <t#tr-£ 

#ji?m©fc&©c p u 6 4 (ommm^mmrh ct& 

-H©3^-fhg, XFy-AID. PES.^?Fg 

[0040] tC5r. DVD©$«:«. B£<*ftS8fc 

g£fe©x F - U -£g|RKjK:W£-f S v**x F - y - 
«££tT5t<b#-C*-S{±;|i©«>©#$>*. cne>©D 
VDfctt> S«S7r A>VtttC y m7(C-7nv>?'Cjjk 

[0 04 1 ] i/^fA'v^tt. 4^-f FC^XfA'v 
?#X*-F:3-F\ 2/<-( h©^?#g. ±iB?|££ 

->X^A<v?yx*-F:3-F©2/*-( Fg. 

3/w FSfcj:c;^?#g©fi-4>w h£±sax*7> 

> a „ * £ -SttS© DVD *;RE&ffi*> 
e»«ST4Ci*ir#4. £©*!£«>. Bg^bfSr- 
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cm^fi?ss-rsirax:£©c p u©#isftf?£i£&r# 
4= 

[ o o 4 2 ] t cs-c. ±sa&£i8&»rtt. »t^b*f 
&f-*£Bg^3-F£©gffi!st&afn*8igu <€•©?!! 

^{bSttfcr- £KfUS C i fc J: 0 ilTc-f 
il//c*s, JJESffiMfflKfUTiran (OR) . |g 

(and) ^ffl^/cOv muz?-* iAn^J 

&£*©:fri££ffll,>-& £/c. Bg^bSft/c 

f-^j&SMPEGX F y - Af- Si 5 tt 

SCtfc-CtS. ctricfcftft MPEGXF'J-At 5 

[ o o 4 3 ] ±eessyg^sirB > mp e gt 5 - 
*&im#zm^zi'Z?-i*zvmtcmi{,tcifi. vo 

D (Vide On Demand) 1fw<-. $ frfltM. 4>Z 

(c> 7 r x^7>^^giLt:DVDyu-i'4f^K: 
§i^Uc*i. CD-R0M^U-+^©ffe©MPEG7 t 

HiS^gl-Ctt. ^jBIEn- F#MP E Gr-^iatt^ 

m^mm^- i c*- FafKEtats*. i c 

t>- FKiattSh/cBf^jg^a- Y*m&Z>*®. (Bf# 
»»3-FfaR*a> ^MPEGr-^»4^g«:SW 
Zmi&ZUZCtiiVZZ. MPEGXFU- 

f *Mm®mzftvc%fg mm? sgg{c<§^ 

CifeT^i. */c. B^jS^-F^X*^:/.^ 
^!F«3© R OM^ iWfefB^S il.TTfc < C <!: V % 
Z. 

[0044] tC6V. CPU2 3(C<fc«mtT3*lSX 
f- 0^6X7-^^22*5. *^©MPEGXF 

>; - Af- 5»©x ^ 7 >^;^§*$«tc«rffi<!: ureitl 

CPU6 4«:J;»)|ltf3nSXf'yy3 0j!P6X7 i 
^46*i, *»K©MPEGX FU-Af-iiCfX 

[0045] 

[^W©^*] JiLhW.t^K^^Klintf. MPEG 

x f y-A^-^s^-f s$!g©:tffl*ti*;?-ti-st 

t%<. MPEGXFy-Ar-*£*jE£ffl*>6«S 

iwsfovsmtttum 

l® l ] *^HiS^©xi'7>y;^§©iS^fiS 

[02] MPEGX F y-A^-jrO^SftSKr^O v 



(8) 
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[S3] CPU2 3©MSrt<g£^-T:7n--^ + -h-c * [06] CPU6 4©&ffirtg£^TI&9!0r$>.5 o 



[04] (A) «. BHMtrSf-iri. Bf-^b-TSfc 

•e^-en 1 6 m^vak-rummvib o . < b ) «. 
<b©fc&©$grt3£^Tifci!i30-c£> s. 

[05] *mww&Bm>7 : z a v > y^gg^dA 

5. 



[07 ] * ty—> a » ^©IMfcT'n 9 ZVtts? 
^0-C$>5<, 
[ft-ft©SMB] 



1 0 

23. 64 

40 

60 



X9 5ylA/Hm. 
CPU 

MPEGfBiigg 
DVD:/U-+ 



* 6 1 A. 6 2A DVD 
[01] 



22~ 



CPU H ' > i 



- | ROM 1 - ^24 
-[ RAM i>g5 



CPU £ 



- ]rom 



J2 



— RAM <- 



16 



3t 



71 -X 



MPEG 



6 i A 





(9) 



«fRW1 0-3 3 6 62 4 



[@3] 



[05] 



C START ) 



10 



12 



14 



18 



? 



f Yes No 22 



20 <^®^^ 

fy*s 



C END ^ 



60 



68- 



ROM 



61A 




61 



62A ^ 



62 



K^?2 



MPEG 



K-^ — 



rtt/?7 ^ 



— 1 — 



^66 



^£63 
^^64 



[04] 



(A) 









ID 


PES 




A 




0!h 




45 67h 


00 00 €1 B3h 


B 




89h 


ABh 


CD EFh 


Fl E.1 01 Clh ! 


C 


Soften*?*-* 


88 h 


4Bh 


88 88h 


F 1 El DO 72h 



(B) 







ID 


PES 




A 


□ .1 


E 0 


4 5 6 7 


0OO0.O1 B 3 


0000 0001 


I no 0000 


0100 0101 0110 0111 


0000 0000 0000 0000 0000 0001 1011 0011 


B 


6 9 


A B 


C D E F 


F 1 E 1 D 1 C 1 


1000 1001 


1010 1011 


1100 HOI 1110 1111 


mi oooi mo oooi not oooi noo oooi 


C 


1000 1000 


0100 1011 


1000 1000 1000 1000 


mi oooi mo oooi no i oooo oni ooio 


8 8 


4 B 


8 8 8 8 


F . 1 E 1 DO 7 2 



#S¥10-33B624 



[06] 



[07] 




34 



36 



38 



40 



Yes 



[Yes 



No 



No 
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